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Protect Every Device on Your Network

For Healthcare




A Single Platform to Connect and Secure Everything
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Network Security Platform Components

Network Security Platform

Hardware Software Cloud Service
PA-Series VM-Series / CN-Series Prisma Access
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loT Security

The Healthcare Industry’s Most Comprehensive Solution



IoOMT & loT is a Necessity that Introduces Risk

Limited Visibility Pose Huge Security Securing loT
& Insights & Patient Risk Devices is Hard
Occupying 50% of all devices, Vulnerabilities, difficulty Incredibly diverse devices;
affecting capital planning and patching & unfettered access traditional IT security controls
patient device allocation contribute to breaches; do not work

highest breached industry
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One of the Most Targeted Industry for Cybercrime
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https://www.beckershospitalreview.com/cybersecurity/uvm-health-cyberattack-losses-at-63m-and-counting-5-details.html

Healthcare Delivery Organization Device Landscape

Most deployed Medical IoT devices
e Infusion pump (46%)
Medical loT "N :
14% : - e Imaging system (19%)

e Patient monitor (17%)

HDO Medical loT devices with most security issues

Device e Imaging system (51%)

Landscape e  Patient monitor (26%)

: e Medical device gateway (9%)
Generic loT

36%
Generic loT devices with most security issues
e Camera (33%)

e  Printer (24%)

e Video gaming devices(10%)
50% of devices in Healthcare Delivery
Organizations (HDO) are unmanaged
More details in Unit 42 IoT Threat Report
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https://start.paloaltonetworks.com/unit-42-iot-threat-report

Why Current Solutions Fail to Protect IoMT & loT

Limited No Hard to
Visibility Protection Implement
Signature-based approaches Existing solutions are alert New processes, integrations
lack accuracy and cannot only, with no prevention or and staff are required to
identify new unknown devices enforcement enable basic IoMT security
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The Right Methodology to Secure all loT Devices

Assess loT Risks

loT Security
LifeCycle

Apply Risk Reduction

Detect & Respond to Policies

Unknown Threats e 7

' Q Prevent Known Threats
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The Right Methodology for Clinical Device Management

.«A‘
d d 2 As: loT
Vot Assets ?“ Risks
loT )
Security

Apply Risk
Reduction
Policies

Detectand o
Respond to e LlfeCyC|e
Unknown

Threats

Prevent Known
Threats

_— Copimie- —
Identify Automated Resource allocation m

Context-aware Utilization
Passive NAC/CMMS Vendor information Data protection
ML-driven integrations commeliznes
50+ attributes Decommission
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IOT SECURITY - The Healthcare Industry’s Most Comprehensive Solution

() RS (ox %

Quick & Accurate Built-in Maximum ROI & Effortless
Discovery Prevention Patient Experience Deployment
Uses ML and crowdsourcing Instead of alert-only, our Expanded APP-ID provides A single platform seamlessly
to expand visibility and Security Services keep visibility, focused operational integrated into existing
insights to all devices, even medical and other devices insights, and enhanced workflows for infrastructure,
those never seen before safe from all threats security security, and clinical teams
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Best-in-Class Healthcare loT Security

Available on Hardware,
Software and Cloud-delivered

Scale linearly with multi-tenant
cloud infrastructure

Data Policy

Flexible Deployment Options . .
Leverage leading prevention

from other Security Services
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. . Remote .
Hospital Site Clinic Mobile

Automate workflows with
playbook driven integrations

or WY B EphHa,
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loT Security Features & Capabilities for Healthcare

1.
Understand
loT Assets

o |dentify 90+% of
devices within 48
hours

e ML accurately
classifies devices with
50+ attributes

o Continual detection
of new and never
before seen devices

¢ Maximise ROI with
utilization & remote
maintenance insights

2.
Assess
loT Risk

e Passive discovery of
vulnerabilities and
integration with
databases

e Continuous risk

assessment and scoring

to prioritize response

e Vendor advisory for
security patching

e Visibility into FDA Recalls
& Manufacturer MDS2

Specifications

3.
Apply Risk
Reduction Policies

¢ Risk-based policy
recommendations to
enforce only trusted
behaviour of devices
and groups

e Reduce attack surface
with context-aware
segmentation

e Automated
enforcement with
Device-1D & Expanded
App-1Ds

Prevent Known
Threats

e Protection from
exploits, C2,
spyware and other
known threats

e Enhance detail of
all alerts with 10T
device context

5.
Detect & Respond
to Unknown Threats

e Anomalous activity
and zero-day
detection

e Stop unknown file
and web-based
threats

e Detailed incident
context for response

o Alert MDS2
manufacturer
specification vs
behavior anomalies

4 paloalto
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INVENTORY

M
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Device Distribution by Categories

Profiles (44)

UTILIZATION

UltraSound Ma...

DICOM-Imager

X-Ray Machine

DICOM-Works...

DICOM-Viewer

Medication Dis...

Patient Monito...

MRI Machine

Infusion System

HealthCare

@ Vital Signs Monitor

® Medical Cart

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 21

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

Nov 17, 2020, 1¢

5 17

Active Alerts to Date Vulnerabilities to Date

9,999 Total IP Endpoints @

Assets inventory view

Rich device context
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical
Jan 27,2021, 18 Medical

Jan 27,2021,18  Medical

Jan 27,2021,18  Medical

1. Understand all loT Assets

Identify devices quickly and
accurately using the unique
combination of machine learning
and App-ID technology

e Discover any loMT, loT or IT device on
your network with 90+% found within
first 48 hours

e |dentifies new, never-seen-before
devices and gain deep insights from
50+ attributes

e Continuously monitor and enforce
onboarding procedure
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MRI Machine

'@ i MRI Ma...(3)

Usage trends & peaks

202,561

Total Images Scanned

423

Total Case Studies

U e
12127 1228 12130 1/01 1/03

Imaging Scan Analysis Types and humber of Scans

Head & Neck _ Upper Extremity Trunk Lower Extremity __ Other
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1. Understand all loT Assets

lIoMT device utilization to optimize
patient care and capital planning

e Get rich operational insights
e Plan preventive maintenance

e Visualize and generate reports
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Risk Overview

22

{AF) 2. Assess loT Risk

Assess risk and score

-+~ RiskScore Bl Alerts I Vulnerabilities Low —=——— Critical

Dec 20 to Dec 26 Dec 27 to Jan 02 Jan 03 to Jan 09 Jan 10to Jan 16

Real-time monitoring and risk scoring allows
A S security teams to prioritize efforts based on
individual or groups of devices

Category Alerts to Date

6 ) : 3
4 e i 1103 e Automatically assess risk based on vendor

Vulnerable Devices Hikvision Camera

advisories, MDS2 details, FDA recalls,
vulnerability information, anomalous
Vulnerability Summary Vulnerability Distribution . . . .
e e device behavior, Unit 42 and other intel

Speciaized P
Severity Vulnerabilities P 5 N ‘

Crestron Building ..

59 Critical 2 zemw ideo Confere.

Vulnerabilities High 12 Xbox One

41 Confirmed

Scores and tracks risk changes over time
ool ° T . for compliance and retrospective analysis

Track risk Customize risk levels to match existing risk
frameworks

Vulnerabilities (58)

Q 2 = m

v

Vulnerable Profiles
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Policy Sets

Overview @ Restrict device traffic via firewall policy Policy Sets Distribution
Devices /w only Trusted behaviors enabled

Profile Type Profiles

17 2 0 ooyl 53 3. Apply Risk Reduction
Policies

Total Policy Active Policy Traffic-restricted ® With at lease one active
Sets Sets. Devices policy sets

Total Profile

Consistent profiling of device activity is
accurately converted into risk-based policy
recommendations, allowing security teams
to confidently allow only trusted behavior

> Create New Policy Set

Cancel
. Settings 2 Select Internal Destinations . Select External Destinations . Review

e Gain context for segmenting loMT, loT
and IT devices to reduce your attack
surface

Internal Destinations (32) Applications (18)

Select which network behaviors with internal destinations you want to allow.  Group policies by Application O Source Profile Behavior

Enable device behaviors confidently Eliminate pain-staking policy creation for
Zero-trust with recommended policies

dicom (2) | Usage High ( Application Allowed )l
Enforce policies natively or via an
integration in just a few clicks

No. | Source Profi Apslioation Destinatio.. & | #oflPAddr. | #ofSelecte.. | Usage Monitors behavior and applies updates
automatically with the new Device-1D

o construct
D

1 GE UltraSound Ma... dicom Dell Computer

2 GE UltraSound Ma... dicom
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Intelligence

4. Prevent Known Threats

Our leading Security Services stop all
threats targeting IoMT, loT and IT
devices.

|| wWF | 10T

e Block known targeted loT malware,
spyware and exploits

Logs
Protections
Device-ID
Policy

Unknown Threats

e Provide safe web access for loT device
and stop bad URLs or malicious
websites

e Prevent the use of DNS for C2

e Stop the loss of confidential and
patient data

e Eliminate the burden of detection
alerts that can be prevented
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> Alert

Detect Threats & Anomalies

ppppppppppp

Add Notes

Download

I tothis device has been
HTTP POST message with suspicious scripts and commands. These Restrict Traffic
if

can
equenty, the attacker will gain the full controlof the device. Vulnerability Scan

Device Details

ESTABLISHED CONNECTIONS Chart Type:

/—| Detect anomalous behaviour

X-Ray DR6000 eolocation ser Applications

12168036 |

s |

mmmm”

Tsviczonss |
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5. Detect & Respond
to Unknown Threats

Use existing processes to respond to
risks and threats unique to your
environment.

e Block unknown file and web-based
threats

e Detect and analyze anomalous
activity, factoring in MDS2 and other
data

e Use detailed device context to help
analysis of any alert

e Use customizable playbooks to
orchestrate response

%o paloalto



3rd Party Integrations

e Seamlessly integrate into
existing security and clinical

workflows

e Avoid resource intensive
programming with
customizable playbooks

e Upgrade to Cortex XSOAR to
enable use cases for over 550+

integrations

\\‘,/:4 Asset
Management
(ITAM)

Ticketing (ITSM)

Y — el
Security information

and event
management (SIEM)

Network Access
Controller (NAC)
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Protect Every Device On Your Network
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Use Existing Leverage
Infrastructure Existing Talent
15x Time Saving 18x Faster Policy Creation 37x Security Efficiency
Deploy within minutes, Maintain current operations Discover, secure and
no siloed sensors or and empower your existing prevent threats on every
enforcement products Network Security team loT device in your network
required to protect loT with one solution
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The World’s Leading Cybersecurity Company

— 95— #1 77,000

of Fortune 100 in Enterprise Security Customers
Rely on Palo Alto Networks Revenue trend 22% CAGR In 150+ Countries
FY18 — FY20
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ALTO NETWORKS | GLOBAL
YEARS TED AND SELF-SERVICE SUI
IN AROW 2015+ 2016 - 2017 - 2018 » 2019 « 2020

18% Year-Over-Year 9/10

Revenue Growth

71% of the Global 2K

Are Palo Alto Networks Customers

Average CSAT Score

Gartner, Market Share: Enterprise Network Equipment by Market Segment, Worldwide, 4Q19, 20 March 2020
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Thank You



UNIT 42 & IOT THREAT REPORT 2020



DON'TFORGETATOWEL

UNIT 42

The ultimate question of life, the universe and everything

® @® &

GLOBAL THREAT

INTELLIGENCE TEAM COLLABORATION DON'T PANIC
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Unit 42 loT Threat Report: Highly Vulnerable Medical Devices

of all loT device of all lIoT devices are

98% ) trafficis 57% ) vulnerable to medium or

unencrypted high severity attacks

“83% of Imaging Systems Powered by End-of-Life OS”

of all attacks are of HDOs have a mix of IT
41% ) exploits, making 72% ) and IoMT devices in the
IPS a requirement same VLANs
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Unit 42 loT Threat Report: Most High Risk Devices?

Q 2 = =

Medical Imaging Patient Monitoring
Systems Systems

51% 26% 33% 24%

Security Cameras Printers

-
°

= i 5 IE

Energy Management Devices

9% 7% 6% 5%
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Unit 42 loT Threat Report: Top Threats for loT Devices

Cryptojacking

5%4\

Network Scan
14%

Phishing
8%
Remote Code

— Execution
5%
Password 26%
13% User Practice > Command Injection
41% —— 5%
Exploits
___ Buffer Overflow
5%
Botnet
6% 33% Others
Yy O,
Malware 5%
Backdoor Trojan SQL Injection
7% — 4%
Zero-Day

3%

Worm
12%

Ransomware 4/
8%
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Unit 42 loT Threat Report: Why are loT The Ideal Entry Point?

m |
ano
aoono
Zero to Minimum Browser Interface Outdated Operating Failu.re to Adhere 3
Built-In Security Vulnerabilities Systems Security Best Practices
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paloaltonetworks.com

Thank you

Trust Every Device On Your Network




